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::‘BHConsufting Who am |?

* COO, BH Consulting

* Previously CISO, KBC Bank Dublin x 15years

e Almost 30 years working in ICT

e Academic:
(Currently) PhD In Information Privacy Protection, DCU
Masters in Business and Leadership, UCC
BSc in Information Systems (Hons), TCD
Chartered InfoSec Professional (CISSP) since 2001
Post Grad Diploma in Executive Coaching, UCC
Post Grad Diploma in Cloud Computing Strategy, UCC
Diploma in Systems Analysis, TCD
Diploma in Web Design
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RECAP OF KEY GDPR FEATURES
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What the new

EU GDPR

means in 1 minute

The EU GDPR will increase privacy for individuals and give regulatory authorities
greater powers to take action against businesses that breach the new laws.
Here's what it means for your business:

Tosigh periaitien The regulation also applies to non-EU

finss of Up 1o companies that process personal data
40/ of annual global ' of individuals in the EL.
O revenue ;

€20 million,

whichever is areater, ——

The international transfer of data

- will continue to be governed under
The definition of personal data is now EU GDPR rules.

broader and includes identifiers such as

e x b

genetic mental cultural economic social identity,
Obtaining consent for - Y . Parental consent
rocessing personal data l ' is required for the
# - es processing of

must be clear, and must seek

an affirmative response. personal data of

children under

age 16.
—— Data subjects have
the right to be
forgotten and Users may requesta
erased from records. copy of personal data

in a portable format.



The appointment of a data protection
officer (OPO) will be mandatory for
companies processing high volumes of
personal data and good practice for

others.
Privacy risk impact
assessments will be
Controllers must report a data required for projects
breach no later than where privacy risks
are high.

72 hours
Products, systems and processes
after becoming aware of the must consider privacy-by-design
breach, unless the breach has a concepts during development.
low risk to the individual's rights.

Data controllers must ensure Data processors can be held

adequate contracts are in directly liable for the
place to govern data ﬂ security of personal data.

processors.

Controllers must have a legal
basis for processing and One-stop shop: international

collecting personal data. companies will only have to
‘ deal with one supervisory

I l data protection authority.
IS0 27001 and other certifications will —
help demonstrate “adequate technical
and organisational measures”to
protect persons' data and systems.

You have to comply with EU GDPR by MAY 2018



What it Means to The Individual

Stricter rules for obtaining consent as
a legal basis for processing. Right to be forgotten and have

Consent can be withdrawn at any personal data erased
time

Right to clear information relating to
the scope, purpose and retention of
personal data

Data portability — right to move
personal data to another provider

Automated processing — right not

Right to rectify inaccurate data to be subject to an automated
decision

Subject access requests - right to Right to make a compensation
obtain a copy of their personal data claim for damages suffered




What it Means to Organ

Conduct a privacy risk assessment
of how all personal data is
collected, used, stored, and
accessed throughout the
organisation

Demonstrate accountability and
compliance to the GPDR by
maintaining documentary evidence
of all data processing activities

Where personal data is transferred
outside of the EU? You must
demonstrate the adequacy of the
safeguards in place

A full audit of supply chain is
required. Verify that adequate data
protection safeguards are in place
with suppliers who process
personal data

sations?

Data Security - keep personal data
secure through appropriate
technical and organisational

measures

Data Breaches — report data
breaches to the regulator within 72
hours

Consider the data protection role
within
the organisation

Demonstrate that privacy by

design is built into technical

solutions and organisational
practices




What it Means to Organisations?

Possible prison
sentences for
deliberately
breaching the
GDPR

Compensation
claims for
damages
suffered

Finesof upto 1
Million for
Public Bodies

Reputational
damage to
the brand and
loss of
customer trust
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Accountability Principle




.I‘C'BHConsulting The Principle of Accountability and What It Means:

© Article 5: Principles relating to processing of personal data

© “The controller shall be responsible for, and be able to demaonstrate
compliance with, paragraph 1 ('accountability').
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“BH ACCOUNTABILITY CHECKLIST

We take responsibility for complying with the GDPR, at the highest management level and
throughout our organisation as demonstrated:

[0 We keep evidence of the steps we take to comply with the GDPR.
[0 We put in place appropriate technical and organisational measures, such as:
d adopting and implementing data protection policies (where proportionate);
d taking a ‘data protection by design and default’ approach - putting appropriate data
protection measures in place throughout the lifecycle of our processing operations;
Q putting contracts in place with organisations that process personal data on our behalf;
O maintaining documentation of our processing activities;
a implementing appropriate security measures;
d recording and, where necessary, reporting personal data breaches;
Q carrying out DPIAs for uses of personal data likely to result in high risk to DS rights;
Q appointing a data protection officer (where necessary); and
Q adhering to relevant codes of conduct and signing up to certification schemes (where
possible).
[0 We review and update our accountability measures at appropriate intervals.
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Exercise #1:

Who are the key
GDPR stakeholders in FCC ?
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What is personal data?

COLLECT

You have to abide
by the rules



o BHConsulting What is Sensitive Data?

* Racial, Ethnic origin

* Religious or philosophical beliefs
* Political opinions

* Trade union membership

* Genetic data a——

PLACE

* Biometric data W)

* Health WORLD’S

 Sexual orientation BEST

WORKPLACES’
2017
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QUIZ: PERSONAL OR SENSITIVE?

 Org Name. Life Insurance Inc. Email Address of customer
 Org Name: SIPTU. Email address of member Name
 Org Name: Beaumont Mental Hospital. Patient Name

« Chromosomal data belonging to Joe Bloggs

* Children’s ages, dobs and schools.

* Children’s health information

* Fitbit activity data belonging to EiImer Fudd

* Location data from Fitbit regarding Elmer Fudd

* HR Wellbeing Survey to employees — responses
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SOME
IMPORTANT
CAVEALTS...



H:;'BHConsulting Privacy Policies and Privacy Statements

PRIVACY
poOLICY

mic Privacy Policy
m!:m: the company s
policies and proceduras 3
. on the collection, use an
disclosure of your
formation. The

company raceives your
= -II:I =1 !'_-"; r,. e ot &



Data and Cyber-
Related Regulation

2017 — The NIS
Directive

2018 — GDPR

Local housing
authority statutory
instruments

Coming....PECR (e-
Privacy)

The Health
Information and
Patient Safety Bill

Consumer
Protection Codes

Child Protection

Freedom of
Information
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GDPR LAWFULNESS PERSON

8

Legal grounds and lawful basis - processing lawful if at least one of legal bases below

Consent

i of a data sub o thea
figl ol hisher pors dala

Legitimate interests

Thare is a weighed & balanced legitimate
interest where processing is neaded and
the interest is not ovemndden by others

Public interest

Publsc authorties and organizabons in
the scope of pubfic duties and interesi

Lagitimate
interasts

Lawfulness
af

processing

Caontractual
necessity

Contractual necessity

Processing B nesded in order to anter
i oF padlorm a contract

Legal obligations

The confraller i obliged 1o process
personal data for a legal obligation

Vital interests

It s vital that specific data are processed
for matiers of fife and death




“BH Public Interest

A public authority should identify a clear ‘legal’ basis for the task, function or power that uses personal data.

What is the ‘public task’ basis?

Article 6(1)(e) gives you a lawful basis for processing where:

66 “processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
controller”

This can apply if you are either:

e carrying out a specific task in the public interest which is laid down by law; or

» exercising official authority (for example, a public body’s tasks, functions, duties
or powers) which is laid down by law.

If you can show you are exercising official authority, including use of discretionary
powers, there is no additional public interest test. However, you must be able to
demonstrate that the processing is ‘necessary’ for that purpose.

‘Necessary’ means that the processing must be a targeted and proportionate way of
achieving your purpose. You do not have a lawful basis for processing if there is
another reasonable and less intrusive way to achieve the same result.



“BH Public Interest

The public interest legal basis will cover processing necessary for (not exhaustive):

« the administration of justice;

« parliamentary functions;

« statutory functions;

« governmental functions;

» activities that support or promote democratic engagement.

Consider an alternative lawful basis if you are not confident that processing is necessary for a
relevant task, function or power which is clearly set out in law.

Remember that the GDPR specifically says that further processing for certain purposes should be
considered to be compatible with your original purpose. This means that if you originally processed
the personal data for a relevant task or function, you do not need a separate lawful basis for any
further processing for:

« archiving purposes in the public interest;
« scientific research purposes; or
« statistical purposes.



i
~'BH What is Consent?

* Freely given, not coerced

* Specific

* Informed

* Unambiguous

* A demonstrated indication of agreement
* Can be withdrawn at any time

* Silence or inactivity does not constitute, neither does it imply
consent!




Example
| am happy for my personal data to be processed for the following purposes.

< to send me communications about the charity's events and activities (including fundraising)
dto share my details with [trading company]

Jdto share my details with [specify other arts organisations, by name, with which you may

share datal
| am happy to receive communications about the charity's events and activities (including fundraising)
by:

Jdphone

Jemail

Qpost




() Ihave read and agree to the terms &
conditions and privacy & cookies
notice.

() Sky may contact you about products
and services you may like unless
you click to opt out

Cancel Create Sky iD




Updates from Twitter

Email me with News about Twitter product and feature updates
Tips on getting more out of Twitter
Things | missed since | last logged into Twitter

News about Twitter on partner products and other third party
services

Participation in Twitter research surveys
Suggestions for recommended accounts
Suggestions based on my recent follows
Tips on Twitter business products

“ A NKA
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WROTECTED

VR E BEING MONITORED AND RECORDED
e FOR THE PURPOSE O
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*BH Special Category Information

* If you are processing special category data you need to identify both a lawful
basis for general processing and an additional condition for processing this
type of data (Art 6, and Art 9). These do not have to be linked.

* If you are processing criminal conviction data or data about offences you need
to identify both a lawful basis for general processing and an additional
condition for processing this type of data.



:* BHConsu Special Category Information : Additional Legal Basis [Art 9(2)]

(a) the DS has given explicit consent to the processing.

(b) processing is necessary for the obligations and rights of the DC or DS for employment and
social security and social protection law.

(c) processing is necessary to protect the vital interests of the DS.

(d) processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or trade union aim, and processing relates to the members/former members or to
persons with regular contact and that the personal data are not disclosed outside that body
without DS consent;

(e) processing relates to personal data which are manifestly made public by the DS;

(f) processing is necessary for legal claims or whenever courts are acting in their judicial
capacity;

(g) processing is necessary for reasons of substantial public interest;

(h) processing is necessary for occupational medicine, the assessment of the working capacity
of the employee, medical diagnosis, provision or management of health/socialcare systems and
services;

(i) processing is necessary for reasons of public interest in public health e.g. threats to health
or ensuring high standards of quality of health care and medicinal products/devices,;

(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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There has been a breach!! An employees HR file has been found in the car park
and contains details of their diabetes and included salary and some sick notes.

Write a 5-step process on what to do?

slbcy |

Who will you tell? ;
Special category information involved ?§ i
Who will you notify formally?

Do you have any forms?

What process will you put in place?
Do you tell the DPC or the DPQO?
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1.Data mapping/data inventories
2.Data retention



ting

"BHConsul

o0
k=
Q.
Q.
=
0
o
0
0




;f:"BH Consulting WHY DO DATA MAPPING?

Article 30 of the GDPR (Records of processing activities) states that organisations must maintain ‘a record’ of
processing activities under [their] responsibility to include:

a) the name and contact details of the controller and, where applicable, the joint controller, the controller’s
representative and the data protection officer;

b) the purposes of the processing;

c) a description of the categories of data subjects and of the categories of personal data;

d) the categories of recipients to whom the personal data have been or will be disclosed including recipients
in third countries or international organisations;

e) where applicable, transfers of personal data to a third country or an international organisation, including
the identification of that third country or international organisation

f) where possible, the envisaged time limits for erasure of the different categories of data;

g) where possible, a general description of the technical and organisational security measures referred to in
Article 32(1).

[...]

The controller or the processor [...] shall make the record available to the supervisory authority on request.



BHConsulting WHEN TO DO DATA MAPPING?

A Data Mapping Exercise project would be a suitable course of action if you are unable to
answer any of the key questions below:

*Do we know where our sensitive data assets are?

*Do we know what type of data assets we have?

*Do we know how sensitive and valuable our data assets are?

*Do we know which business processes handle and store our sensitive data?

*Are we managing the risks to personal data effectively in line with GDPR requirements?
*Are we able to effectively report on our level of compliance?
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DATA MAP SIMPLE MANTRA

1.Capture
2.Store
3.Share e

WHY?
WHQO?
FOR HOW LONG?



S"BHConsulting HOW LONG FOR RETENTION?




"“BHConsulting QUESTIONS TO ASK BEFORE MAPPING?

1. Which departments within your organisation are most likely to have data?

2. Who within each department would you need to speak with to find out what data exists?

3. Is it more efficient to send the relevant people a questionnaire or to speak with them directly?
4. What is the best way to receive/sort information from each person that collects data?

5. How much time will it take to complete the data map?

6. What information should you consider including in your data map:

» The types of data collected.

» Where the data is physically housed (e.g., the building or location) , where the data is logically
housed (e.g., the electronic location within a server).

Whether encryption is applied to the data in transit (e.g., when it is moving). If it is, what
encryption standard is being used? At rest?

The custodian of the data (e.g., who is responsible for it).

Who has access within the organisation to the data, and outside of the organisation.

Whether the data crosses national boundaries.

The retention schedule (if any) applied to the data.

Y

YV VYV



$BHConsulting KEY ELEMENTS OF A DATA MAP?

A data map shows the flow of your organisation’s data from one location to
another, such as from different business units or suppliers through to customers.

Data mapping allows you to identify any unforeseen or unintended uses. It’s useful
for processes where there are many steps or parties involved and you want to
ensure that you’ve identified all the components in that process.

The data mapping process establishes:

*The data items obtained (name, email, address, etc.);

*The format of the data (hard copy, digital copy, etc.);

*Transfer methods (internally or externally, post, telephone, etc.); and
*Where the data is stored (offices, the Cloud, third party, etc.)



5:”BH DATA MAPPING PROCESS CHALLENGES

Challenges in the data mapping process
Your DPO should play a key role in mapping the flow of information. Creating a data map can

involve the following three challenges:

1.ldentifying personal data (stored in what formats)
PD can include name, email address, identification number and location data. Personal

data can be stored in a number of formats, including paper, digital or audio.

2.ldentifying technical and organisational safety measures
After identifying the types of technology and organisational procedures that protect
personal data...who has access to this information.

3.Understanding legal and regulatory requirements
Your final challenge is determining your organisation’s legal and regulatory obligations,

retention schedules resulting.



dataMAPPING

pPuUrpose

data categories

Processes
access rights backup actions
and recipients (breach/incident)
transfer storage and deletion
[outsourcing] siieeq:ﬁar{tdﬁrg rights of data
ﬁ fiuai;tﬁq__‘&?;;g;ﬂtgl (kans Sf tEf;ﬂuﬁtl
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Categories of
personal data
and data
S-Uh;m;

List the
categories of
data subjects
and personal
data collected
and retained
e.g. current
employee data;
retired
employee data;
customer data
(sales
imformation);
ﬂl‘ﬂm
database; CCTV

footage.

Elements of
personal data
included within
each data

EﬂtEEﬂw

List eoch type of
persanal data
included within
each category of
persanal daota e.g.
name, address,
banking details,
purchasing history,
online browsing
history, wideo and

Source of the
personal data

List the source(s) of
the personal dato
e.g. collected
directiy from
individuals; from
third parties {if third
F"'-'"J'TF J-D'-Entw the
dota controiler as
this infarmotion will
be necessary to
meet obiigations
under Article 14).

Purpaoses for
which personal
data is
processed

Within each
category of
personal dota fist
the purposes for
the dota is
collected ond
retgined e.g.

Legal basis for
each processing
purpose (non-
special categories
of personal data)

For each purpose
that personal dota
is processed, list the
legal basis on which
it is bosed e.g.
consent, controd,

{egal obligation

marketing, service | [Article ).

enhancement,
research, product
development,
systems integrity,
HR motters,
advertising.

DATA MAPPING TEMPLATE # 1

Special categories
of personal data

If special categories
C'fp-Efmngj' e
collected and
retgined, set out
details of the nature
of the dota e.g.
heaith, genetic,
biometric dota.

Legal basis for
processing special
categories of
personal data

List the legai basis on
which special
categories of personal
dato are collected
and retained e.g.
explicit consent,
legisiative basis
[Article 5).

Retention
period

For each
category of
F'E:"EEIng,I dﬂtu'_r
iist the period
for which the
data will be
retained e.g.
ane month? GOE

year?

As g general
rule doto must
be retained for
no longer than
is necessary for
the purpose for
which it wios
collected in the
first place.

Action required to
be GDPR compliant?

Identify octions that are
regquired to ensure all
personal data
prﬂfﬂfﬂ'ng meﬂj
are GOFR compliart
e.g. this moy include
deleting data where
there is no further
purpﬂsefﬂrmﬁm.



SBHConsulting DATA MAPPING TEMPLATE # 2

Considerations

Type of

Personal Data Basis of Data . : - ! ) = ® =
Source - : . : Access  Disposal communica Consent §g= o B S22 Sig
Information  subject processing processing : SEDE 3 wPE TR
tion S 55 282 &5 ©
© @ @ 3 5 (=%
What type
What Who is the P Explain how of
How was | personal subject y you will store | Whohas | Whenis |comunicati| How did
. . ) e you : : . . z = = Z - z
this data | information | providing sekanhi this data and |accesstoit| thisdata | onhave |youobtain > > > > > >
collected? | are you you the : 9 | how it will be | and why? | disposed? you consent?
3 this data? .
collecting? data? processed received
opt-in for?
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DATA MAPPING TEMPLATE # 3

starters (P45/46 etc.),
Hardcopy data for
commissions. Electronic
data for core tasks,
emailed payslips

payroll information for
staff including
commissions, S5P, SMP,
leaver and holiday pay.
New starters/leavers
processed as required.

files encrypted. Payslips
password protected.
Data directory restricted
access. Finance only
given sufficient data to
do Management
accounts.

only through core Sage
application, MD, OD &
head of tech ops for
network file location.

NAV would reduce
finance need to see data
to do management
accounts,

link

Overview
|Process Overview Vo&mdﬂ of data D_Q'M.m data? ka_n'itv Who can access? Imm Owner Observations Actions W? .
Payroll - core 114 per month Hardcopy data for new |Monthly processingof  |Both (if new starters) Core Sage payroll data |Operations Director, MD |Operations Director Linking Sage payroil to  |Investigats Payroll-NAV |Compliant

Payroll - Pension

Payroll - SAYE

Payroll - Banking
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PURPOSE WHOSE DATA
Existing
customers
Digital
Marketing
Potential
customers
HR Employee

Type

Name
Address
Email
Mobile
Phone

Name
Email

Name

Address
Contact details
Health details

r
Ly

WHAT

DATA MAPPING TEMPLATE # 4

Source Legal basis Updated Retention Period

Individual

Third party list

Individual

Contract

Consent of
individual

Contract

As required

As required
As required
Regularly

As required

I‘F 0y

End of relationship

Consent
withdrawn

Five years after
termination

Marketing provider

CRM
locally stored

HR manual records
in CRM
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application forms -

cv database Emails

on-boarding /
Induction apps &
programmes

Employee information forms:
bank details
Pension & Tax information

paper based

internal server

= 0

on-site

© The Legal Partners Limited 2017

0 20
n@!HR DATA MAP

Employment Contracts

disciplinary

. . documented
grievance files

conversations

Health, ethnicity, race,
sexual orientation,
criminal records,

ID checks

holiday records performance and
5 appraisal information

financial wellness

programmes Exit interviews

workplace wellness &
medical notes

collected & outsourced
to “data processors” e.g:

¥y N

- off-site

electronically

—N—

Cloud

Intranet
Emails

N.B ldentify any data stored or processed off-site
e.g data stored in UK, EU, or beyond




“BH DATA MAPPING DONE CORRECTLY : INFORMS SAR

 Where is data stored?

 Who is the data shared with?

 What is personal data? Sensitive Personal Data? Special Categories of data?
 What is the LEGAL BASIS FOR PROCESSING

* What secure measurements/safeguards or organisational processes do you
have in place for protecting the information in line with risk to the DS?

* What is the retention schedule for the data

* What is the purpose/repurpose for the data

* What is the deletion/archival process for the data



: BH DATA MAPPING WORKSHOP EXERCISE #1

Complete a data map for (3) processes in your organisation/dept

* Choose a template, write key headings and fill in each box
* Complete the template for at least three processes

How many legal basis did you have?
How are you going to archive/delete?
Biggest Challenge?
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Booking Enquiries
Website, Website Cookies
Payments

Email Marketing

Social Media Marketing
Customer databases
Employee and HR Systems
Warning : Surveillance!!

Dad says
you’re

spying us
online

Systems to Consider

—
—— He’s not )
your dad[




: BH DATA MAPPING WORKSHOP EXERCISE #2

Complete a data map for:

1. the recording of CCTV inside the building
2. the recording of CCTV outside the building

How many legal basis did you have?
How are you going to archive/delete?
Biggest Challenge?



Subject Access Requests
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\WHERE Tere  Heck
s MY JATAT

Subject Access Requests
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GDPR DATA SUBIJECT RIGHTS?

Right to be informed (Articles 13 & 14)

Right of access (Article 15)

Right to rectification (Article16)

Right to erasure (Article 17)

Right to restriction of processing (Article 18)

Right to data portability (Article 20)

Right to object (Article 21)

Automated individual decision making (Article 22)
Right to withdraw consent (Article 7)
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WHO IS A DATA SUBJECT?

Natural Person (not a legal entity)
Typically Customer, Client, Citizen or Employee

(Third Parties, Solicitors, Contractors, Suppliers)

Why are they making a subject access request?




Data Access Requests under General Data Protection Regulation (GDPR)

Description of Action
Fee

General Data Proteciion Regulation
(from May 25th 2018)

NoFee

Response time

Cne Meonth

Extensions to response time

Extension to a maximum of 3 months for complex requests:
a. informing the data subject within one month of making the request and
b._informing the data subject reason for the delay

Unfounded or excessive requests

Controller has a choice of

a. charging a resonable fee to cover costs of responding to the request
or

b. Refusing to act on the request

Burden of proof of excessive or unfounded request is with the data controller

Declining an access request

Controller must inform the data subject of refusal to respond
a. within one month

b. give reason for refusal

Form of response

Controller must provide the information in concise, transparent, intelligible and easily accessible
form

a. Clear and plain language

b. Particular attention to information addressed spedfically to a child

Format of response

Controller must provide the information in writing. or by elecironic means.
When requested by the data subject. the information may be provided orally. provided that the identity of the
data subject is proven by other means.

Identify of data subject

Where the controller has reasonable doubts concerning the identity of the natural person making the request
referred. the controller may request the provision of additional information necessary to confirm the identity
of the data subject




JBHConsulting PREPARING FOR A SAR?

Enabling Data Subject Requests

1 Conduct a Data and System
Inventory

Review and Update Privacy :
Policies and Notices 7 Organize Data Subject Requests

Queue Management &

3 Draft andnlmplement an Internal
Process or Checklist Automation

Fulfillment of Request

Decide Architecture Framework

Reporting & Metrics

5
7
8
2

Train Your Employees




~BH SUBJECT ACCESS REQUEST DISCLOSURE

In addition to a copy of their personal data, you must provide individuals with:

e The contact details of the DPO

e The purposes and legal basis for processing

e Where processing is based on legitimate interest, what the legitimate interests are

e The recipients or categories of recipients of the personal data

e Any cross-border data transfers (including the mechanism used if transfer is external to EEA
and not covered by an adequacy decision)

e Retention period for personal data collected (or criteria used to determine the period)

e The existence of DS rights.

e Where processing is based on consent, the right to withdraw consent at any time

e The right to lodge a complaint with a DPA

e The existence of automated decision-making (including profiling) & meaningful information
about the logic involved, the significance and the envisaged consequences



esis SARS CHECKLIST

PREPARING FOR A SAR:

[ We know how to recognise a SAR and we understand when the right of access applies.

[] We have a policy for how to record requests received verbally.

[] We understand when to refuse a SAR and are aware of how to respond/include to DS.

[ We understand the nature of the supplementary information we need to provide in response to a SAR.

COMPLYING WITH A SAR:

[J We have processes in place to ensure that we respond to a SAR without delay, within 1 month of receipt.

[] We are aware of the circumstances when we can extend the time limit to respond to a request.

[] We understand that there is a particular emphasis on using clear and plain language if we are disclosing
information to a child.

[J We understand what we need to consider if a request includes information about others.

[] We understand what to do if there are other data subjects mentioned in the information



*BH Workshop SARs

Using the SAR Checklist, outline the three biggest challenges your group can
determine from the SAR process. How might you address these?

Who will make the SARs?
Why will they submit a request for access to their information?

What about employees



“BH Workshop SARs

You have received a request from a community centre user/renter, asking for a

copy of all payments made by them and email correspondence for the last two
years. You are aware that they are disputing the receipt/payments made.

Write a 5 step process.
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Policies, Statements and Notices??




FEHConsul DEFINITIONS AND BACKGROUND

A Privacy Policy is fundamentally a document for internal reference.

A Privacy Statement however is a document outlining how the organisation applies the
data protection principles to data processed on its website.

A Privacy Notice is typically on a form or a website at the point of collection and provides
transparency information to the data subject about the processing of the data

(Source DPC)

In 2010, Facebook's privacy policy was longer than the US Constitution. GDPR says
information must be:

concise, transparent, intelligible and easily accessible; written in clear and plain language,
particularly if addressed to a child; and free of charge. This means a simple link to your
crazy-long privacy policy during registration will likely not do the trick.



B® Microsoft

Microsoft Privacy Statement

Last Updated: June 2017  ‘What's new?

~  Expand All
& Print

Your privacy is important to us. This privacy statement explaing what persanal data we collect from you and how we use it. We encourage you to read the

summaries below and to click on “Leam More™ if you'd like more information on a particular topic,

The product-specific details sections provide additional information relevant to particular Microsoft products. This statement applies to the Micrasoft products
listed below, as well as other Microsoft products that display this statement. References to Microsoft products in this statement include Microsoft services,
websites, apps, software and devices.

Personal Data We Coliect
How We Use Personal Diata
Reasans We Share Personal Data
How to Access & Contral Your Personal Data
Cookies & Similar Technologies
Microsoft account

Other Important Privacy Information

Product-specific details:

Bing

Personal Data We Collect

Microsoft collects data to operate effectively and provide you the best experiences with our products. You
provide some of this data directly, such as when you create a Microsoft account, submit a search guery to
Bing, speak a voice command to Cortana, upload a document to OneDrive, purchase an M5DN
subscription, sign up for Office 365, or contact us for support, We get some of it by recording how you
interact with our products by, for example, using technologies like cookies, and receiving error reports or
usage data from software running on your device. We also obtain data from third parties.
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Your postcode

Email address

Phone number (optional)

Compare energy deals now

~ Why? If you're unable to complete
your comparison, we can call to
help. (Don't worry, we will never sell
your info to third parties.)

Compare energy deals now
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Create an account

Title
Mr N7
Name
Joe Bloggs

Email address

| O

Username

Password

Confirm password

Create account

PRIVACY NOTICE

We use your email address as part of
allowing you access to your account,
and in order to contact you with
important information about any
changes to your account. Please
follow this link for further information.




u.ﬁ‘BHConsulting WS Micromk
Create an account

If you already sign in to a Windows PC, tablet, or phone, Xbox Live, Outiook.com, or OneDrive,
use that email address to sign in. Otherwise, create a new Qutlook.com email address.

First name Last name

User name

New email @outicok.com | =

Password

B-characier minemum, case sensitive

Reenter password

Country/region
| United Kingdom $

Your date of birth helps us provide you with
| things like age-appropriate settings. We
won't display it without your permission,

EMonth iy Dy ¢ [year
Gender
| Select...

Help us protect your info
Your phone number helps us keep your account secure.



We'd like to keep in touch with you about
the vital work we do for older people, our
fundraising appeals and opportunities to
support us, as well as the products and
services you can buy.

We will never sell your data and we
promise to keep your details safe and
secure.

You can change your mind at any time by
emailing contact euk.org.uk

"We", includes the charity, its charitab
and trading subsidiaries, and national
charities (Age Cymru, Age Scotland and
Age NI).

For further details on how your data is
used and stored:
www.ageuk.org.uk/help/privacy-policy

Privacy Policy

AL Age UK, we're committed to protecting and respecting your privacy.

This Pollcy cxplains when znd why we collect personal information sbout pesple who visit our website, how we ue it, the conditions undar whhth
we may disclose 11 1o others and how we keep it secune

We may change this Pelicy frem time (o time so please check this page occasionally o emsure that you'ne happy with any changes, By wing our
wrhdile, you're agreving (o be bound by this Podicy.

Any guestions regarding this Palicy and our privacy practioes should be sent by emall bo contact@ageuk.org.ul of by writing {o Freepast Plus RSXZ-
KTTS: KSHT, Age UK, FAQ Customrer Engagement, Tavis House, 1-6 Tavistork Souare, Landon WCTH ShA. Mternatively, you can betephone DB00 169
BT EY.

Who are we?

We're Age LK, the countny’s largest charity dedicated to helping everyone make the mast of (ater Lde. Age UK i a reglstened charity (m. 1128267)
and compary limited by guarantee (no, S825T98), The regiitered address it Tovis House, 1-6 Tavistock Squane, Lordon WCTH 944, The Age UK Group
cotdriies of Age UK and s trading subtidiaries, The Age UK Network includiet the Age UK Growp and s Hattonal Pastness (Age M|, Age Cyrmiu and
Age Scotiand). We also work with over 160 local Age Ui's across the country,

How do we collect information from you?

Wi obtain informathon about you whien you use our website, for example, when you conkact us abaut products and services, to make a denatlon, to
phay our Age UE Lottery or if you reghier to receive one of cur weekly newslettors

What type of information is collected from you?

The persanal informathon we colléct might InClude your fame, sddress, emall addrest, (P address, and infermation regarding what pages are
accrssed and when, I you make a donation onling or purchase a product from s, your card information i not held by us, It i collected by our thind
PErLy BAYMENt procesions, wh ipeciatise in the secume anline capture and processing of credit /debit card transactions, ad exptained below.

How is your information used?

We may wie your information ta:

« process a donabion that you have made;

« process arders thal you have subsmisied;

= tocarmy out ouwr obibgations arising from any contracts entered into by you and us;

Frurand mlnis e st
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Privacy notices, transparency and control

v

Date of Birth [Z]7FF ]

Occupation tEMal/iWIFERT T 1T T 1111
Address HINEEEEEEANENE N
(A= PENMFTTHIZI T T 1]

A Fepwl T 1T T T 11 ]

Post Code | X].X]+# 7 X

We may share your information with credit reference |
agencies and other companies for use in credit
decisions, for fraud prevention and to pursue debtors.

We would like to send you information about our own
products and services, by post. telephone, email and
BMS. If you agree 1o being contacted in this way, please
tick the relevant boxes.

: |
Post Email Phone SMS phonecall
We would also like to share your information with
other selected garden products retailers so that they
may send you information about their products and
services by post. If you agree toyour information being
shared in this way, please tick the box.

If you need any further information please write to us at
10 Street Name, Town Name, County Name AB123CD,

Customer signature Date

Simple language,

clear font and

style.

Clear opportunity

to agree to
marketing.

Prior consent
sought for postal
marketing by

other companies.

X

pueotsinn (2] [EE] EEZEE]
Occupation el WEERTL L L T T 1 T

Address | =20 S ) S I O I
EESHAEdaAnEREN
ekl Pyl T T 1T

Post code X E] 12117

LEGAL DECLARATION

xLMhammnmmmhmmgnmufm
X Retail Group ("the Group®). The Group (“we/us") also includes ¥
ummmzmmummﬂr mnciﬂm mmmﬂnmmmm

e

and ather applicable laws. _murmhrmﬂmmthﬂ?weﬂﬂ
process your order. This i LN any accounts,

mmmwmnmmmhmmmmmt

arranging dgeiivery of any gnods purchased, and the prevention and

detection of fraud. We can hand over your information fo amyone fo

WhOm we transfer our rights and Juties unNder Our AgrBemant with you I
wanammwmammnubnmmmuumm
YOur information wmnmmmmgmnurw
and services. This may include contacting you by post, telephone, email

oF SMS uniess you Indicate you do not want to be cantacted in any of
these ways by calling us on D870 23 45 6T We will uss your
Infarmation to search the fes of credit reference agencies who
mwammammmmmmwwmm
making credit decisions about you, members of your household and
those with whom you may be financially inked. information heid about —
you by the credit reference agencies may already be linked to records
relating o pooge with whom you are financially inked, For the
purposes of credit searching. you may be treated as financially linked
and you will be assessed with reference fo any assoclated records.
will share our infarmation with other companies . for the purposes
market reseanch and the marketing of thelr products and services,

uniess you indicate that you wish [0 be excluded from Such uses by

contacting us an DAT01 23 45 67. By signing this form you consent to

the information you provide being processed for the above purpoSes.

Customer Signature Duate

Confusing and
legalistic language.
Closely spaced
text, small italic
font in light grey.

Unnecessary -
means little to the
public.

Specific opt-in
consent is required
for some
e-marketing and is
good practice for all
direct marketing.

Confusing
language.

No details of what
type of companies.

Bad practice to
seek one consent
for several types
of processing.
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*BH GROUP EXERCISE # 3

Document intended for internal guidelines Privacy Notice
Document intended for DS notification on privacy terms Privacy Statement
Disclosure of privacy terms at collection point Privacy Policy

Design a ‘privacy notice’ for a key data collection process in your group.



