


• COO, BH Consulting
• Previously CISO, KBC Bank Dublin x 15years
• Almost 30 years working in ICT
• Academic:  
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Who am I?



RECAP OF KEY GDPR FEATURES



ITS NOT ABOUT THE DATA!!







What it Means to The Individual
Stricter rules for obtaining consent as 

a legal basis for processing. 

Consent can be withdrawn at any 
time

Right to clear information relating to 
the scope, purpose and retention of 

personal data

Right to rectify inaccurate data

Subject access requests - right to 
obtain a copy of their personal data

Right to be forgotten and have 
personal data erased

Data portability – right to move 
personal data to another provider

Automated processing – right not 
to be subject to an automated 

decision

Right to make a compensation 
claim for damages suffered



What it Means to Organisations?
Conduct a privacy risk assessment 

of how all personal data is 
collected, used, stored, and 

accessed throughout the 
organisation

Demonstrate  accountability and 
compliance to the GPDR by 

maintaining documentary evidence 
of all data processing activities  

Where personal data is transferred 
outside of the EU? You must 

demonstrate the adequacy of the 
safeguards in place

A full audit of supply chain is 
required. Verify that adequate data 
protection safeguards are in place 

with suppliers who process 
personal data

Data Security - keep personal data 
secure through appropriate 
technical and organisational 

measures

Data Breaches – report data 
breaches to the regulator within 72 

hours

Consider the data protection role 
within

the organisation

Demonstrate that privacy by 
design is built into technical 
solutions and organisational 

practices



What it Means to Organisations?

Fines of up to 1 
Million for 

Public Bodies

Compensation 
claims for 
damages 
suffered

Possible prison 
sentences for 
deliberately 

breaching the 
GDPR

Reputational 
damage to

the brand and 
loss of 

customer trust



Accountability Principle



The Principle of Accountability and What It Means:



We take responsibility for complying with the GDPR, at the highest management level and 
throughout our organisation as demonstrated: 

☐ We keep evidence of the steps we take to comply with the GDPR.
☐ We put in place appropriate technical and organisational measures, such as:

 adopting and implementing data protection policies (where proportionate);
 taking a ‘data protection by design and default’ approach - putting appropriate data 

protection measures in place throughout the lifecycle of our processing operations;
 putting contracts in place with organisations that process personal data on our behalf;
 maintaining documentation of our processing activities;
 implementing appropriate security measures;
 recording and, where necessary, reporting personal data breaches;
 carrying out DPIAs for uses of personal data likely to result in high risk to DS rights;
 appointing a data protection officer (where necessary); and
 adhering to relevant codes of conduct and signing up to certification schemes (where 

possible).
☐ We review and update our accountability measures at appropriate intervals.

ACCOUNTABILITY CHECKLIST



Exercise #1:

Who are the key 
GDPR stakeholders in FCC ?







What is Sensitive Data?

• Racial, Ethnic origin
• Religious or philosophical beliefs
• Political opinions
• Trade union membership
• Genetic data
• Biometric data
• Health
• Sexual orientation



QUIZ: PERSONAL OR SENSITIVE?

• Org Name. Life Insurance Inc. Email Address of customer
• Org Name: SIPTU. Email address of member Name
• Org Name: Beaumont Mental Hospital. Patient Name
• Chromosomal data belonging to Joe Bloggs
• Children’s ages, dobs and schools.
• Children’s health information
• Fitbit activity data belonging to Elmer Fudd
• Location data from Fitbit regarding Elmer Fudd
• HR Wellbeing Survey to employees – responses





SOME 
IMPORTANT 
CAVEATS...



Privacy Policies and Privacy Statements



Data and Cyber-
Related Regulation

• 2017 – The NIS 
Directive

• 2018 – GDPR
• Local housing 

authority statutory 
instruments

• Coming….PECR (e-
Privacy)

• The Health 
Information and 
Patient Safety Bill

• Consumer 
Protection Codes

• Child Protection
• Freedom of 

Information 







Public Interest
A public authority should identify a clear ‘legal’ basis for the task, function or power that uses personal data.



Public Interest
The public interest legal basis will cover processing necessary for (not exhaustive):

• the administration of justice;
• parliamentary functions;
• statutory functions;
• governmental functions;
• activities that support or promote democratic engagement.

Consider an alternative lawful basis if you are not confident that processing is necessary for a 
relevant task, function or power which is clearly set out in law.

Remember that the GDPR specifically says that further processing for certain purposes should be 
considered to be compatible with your original purpose. This means that if you originally processed 
the personal data for a relevant task or function, you do not need a separate lawful basis for any 
further processing for:

• archiving purposes in the public interest;
• scientific research purposes; or
• statistical purposes.



What is Consent?

• Freely given, not coerced
• Specific
• Informed
• Unambiguous
• A demonstrated indication of agreement
• Can be withdrawn at any time
• Silence or inactivity does not constitute, neither does it imply

consent!











Special Category Information

• If you are processing special category data you need to identify both a lawful 
basis for general processing and an additional condition for processing this 
type of data (Art 6, and Art 9). These do not have to be linked.

• If you are processing criminal conviction data or data about offences you need 
to identify both a lawful basis for general processing and an additional 
condition for processing this type of data.



(a) the DS has given explicit consent to the processing.
(b) processing is necessary for the obligations and rights of the DC or DS for employment and
social security and social protection law.
(c) processing is necessary to protect the vital interests of the DS.
(d) processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or trade union aim, and processing relates to the members/former members or to
persons with regular contact and that the personal data are not disclosed outside that body
without DS consent;
(e) processing relates to personal data which are manifestly made public by the DS;
(f) processing is necessary for legal claims or whenever courts are acting in their judicial
capacity;
(g) processing is necessary for reasons of substantial public interest;
(h) processing is necessary for occupational medicine, the assessment of the working capacity
of the employee, medical diagnosis, provision or management of health/socialcare systems and
services;
(i) processing is necessary for reasons of public interest in public health e.g. threats to health
or ensuring high standards of quality of health care and medicinal products/devices,;
(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

Special Category Information : Additional Legal Basis [Art 9(2)]



Group Exercise

There has been a breach!! An employees HR file has been found in the car park 
and contains details of their diabetes and included salary and some sick notes. 

Write a 5-step process on what to do? 

Who will you tell?
Special category information involved?
Who will you notify formally?
Do you have any forms?
What process will you put in place?
Do you tell the DPC or the DPO?



1.Data mapping/data inventories 
2.Data retention



Data Mapping



Article 30 of the GDPR (Records of processing activities) states that organisations must maintain ‘a record’ of
processing activities under [their] responsibility to include:

a) the name and contact details of the controller and, where applicable, the joint controller, the controller’s
representative and the data protection officer;
b) the purposes of the processing;
c) a description of the categories of data subjects and of the categories of personal data;
d) the categories of recipients to whom the personal data have been or will be disclosed including recipients
in third countries or international organisations;
e) where applicable, transfers of personal data to a third country or an international organisation, including
the identification of that third country or international organisation
f) where possible, the envisaged time limits for erasure of the different categories of data;
g) where possible, a general description of the technical and organisational security measures referred to in
Article 32(1).
[…]

The controller or the processor […] shall make the record available to the supervisory authority on request.

WHY DO DATA MAPPING?



A Data Mapping Exercise project would be a suitable course of action if you are unable to 
answer any of the key questions below:

•Do we know where our sensitive data assets are?
•Do we know what type of data assets we have?
•Do we know how sensitive and valuable our data assets are?
•Do we know which business processes handle and store our sensitive data?
•Are we managing the risks to personal data effectively in line with GDPR requirements?
•Are we able to effectively report on our level of compliance?

WHEN TO DO DATA MAPPING?



1.Capture 
2.Store 
3.Share

DATA MAP SIMPLE MANTRA

WHEN?
WHY?
WHO?
FOR HOW LONG?



HOW LONG FOR RETENTION? 



1. Which departments within your organisation are most likely to have data?
2. Who within each department would you need to speak with to find out what data exists?
3. Is it more efficient to send the relevant people a questionnaire or to speak with them directly?
4. What is the best way to receive/sort information from each person that collects data?
5. How much time will it take to complete the data map?
6. What information should you consider including in your data map:

 The types of data collected.
 Where the data is physically housed (e.g., the building or location) , where the data is logically

housed (e.g., the electronic location within a server).
 Whether encryption is applied to the data in transit (e.g., when it is moving). If it is, what

encryption standard is being used? At rest?
 The custodian of the data (e.g., who is responsible for it).
 Who has access within the organisation to the data, and outside of the organisation.
 Whether the data crosses national boundaries.
 The retention schedule (if any) applied to the data.

QUESTIONS TO ASK BEFORE MAPPING?



A data map shows the flow of your organisation’s data from one location to
another, such as from different business units or suppliers through to customers.

Data mapping allows you to identify any unforeseen or unintended uses. It’s useful
for processes where there are many steps or parties involved and you want to
ensure that you’ve identified all the components in that process.

The data mapping process establishes:

•The data items obtained (name, email, address, etc.);
•The format of the data (hard copy, digital copy, etc.);
•Transfer methods (internally or externally, post, telephone, etc.); and
•Where the data is stored (offices, the Cloud, third party, etc.)

KEY ELEMENTS OF A DATA MAP?



Challenges in the data mapping process
Your DPO should play a key role in mapping the flow of information. Creating a data map can
involve the following three challenges:

1.Identifying personal data (stored in what formats)
PD can include name, email address, identification number and location data. Personal
data can be stored in a number of formats, including paper, digital or audio.

2.Identifying technical and organisational safety measures
After identifying the types of technology and organisational procedures that protect
personal data…who has access to this information.

3.Understanding legal and regulatory requirements
Your final challenge is determining your organisation’s legal and regulatory obligations,
retention schedules resulting.

DATA MAPPING PROCESS CHALLENGES





DATA MAPPING TEMPLATE # 1



DATA MAPPING TEMPLATE # 2



DATA MAPPING TEMPLATE # 3



DATA MAPPING TEMPLATE # 4





• Where is data stored?
• Who is the data shared with? 
• What is personal data? Sensitive Personal Data? Special Categories of data? 
• What is the LEGAL BASIS FOR PROCESSING
• What secure measurements/safeguards or organisational processes do you 

have in place for protecting the information in line with risk to the DS?
• What is the retention schedule for the data
• What is the purpose/repurpose for the data
• What is the deletion/archival process for the data 

DATA MAPPING DONE CORRECTLY : INFORMS SAR



DATA MAPPING WORKSHOP EXERCISE #1

Complete a data map for (3) processes in your organisation/dept

• Choose a template, write key headings and fill in each box
• Complete the template for at least three processes

How many legal basis did you have?
How are you going to archive/delete?
Biggest Challenge?



Systems to Consider

Booking Enquiries
Website, Website Cookies
Payments
Email Marketing
Social Media Marketing
Customer databases
Employee and HR Systems
Warning : Surveillance!!



DATA MAPPING WORKSHOP EXERCISE #2

Complete a data map for:

1. the recording of CCTV inside the building
2. the recording of CCTV outside the building

How many legal basis did you have?
How are you going to archive/delete?
Biggest Challenge?



Subject Access Requests



Subject Access Requests



1. Right to be informed (Articles 13 & 14) 
2. Right of access (Article 15) 
3. Right to rectification (Article16)  
4. Right to erasure (Article 17) 
5. Right to restriction of processing (Article 18)
6. Right to data portability (Article 20) 
7. Right to object (Article 21) 
8. Automated individual decision making (Article 22)
9. Right to withdraw consent (Article 7) 

GDPR DATA SUBJECT RIGHTS?



• Natural Person (not a legal entity)
• Typically Customer, Client, Citizen or Employee
• (Third Parties, Solicitors, Contractors, Suppliers)

Why are they making a subject access request?

WHO IS A DATA SUBJECT?





PREPARING FOR A SAR?



In addition to a copy of their personal data, you must provide individuals with:

• The contact details of the DPO
• The purposes and legal basis for processing
• Where processing is based on legitimate interest, what the legitimate interests are
• The recipients or categories of recipients of the personal data
• Any cross-border data transfers (including the mechanism used if transfer is external to EEA
and not covered by an adequacy decision)
• Retention period for personal data collected (or criteria used to determine the period)
• The existence of DS rights.
• Where processing is based on consent, the right to withdraw consent at any time
• The right to lodge a complaint with a DPA
• The existence of automated decision-making (including profiling) & meaningful information
about the logic involved, the significance and the envisaged consequences

SUBJECT ACCESS REQUEST DISCLOSURE



PREPARING FOR A SAR:

☐We know how to recognise a SAR and we understand when the right of access applies.
☐We have a policy for how to record requests received verbally.
☐We understand when to refuse a SAR and are aware of how to respond/include to DS.
☐We understand the nature of the supplementary information we need to provide in response to a SAR.

COMPLYING WITH A SAR:

☐We have processes in place to ensure that we respond to a SAR without delay, within 1 month of receipt.
☐We are aware of the circumstances when we can extend the time limit to respond to a request.
☐ We understand that there is a particular emphasis on using clear and plain language if we are disclosing
information to a child.
☐We understand what we need to consider if a request includes information about others.
☐We understand what to do if there are other data subjects mentioned in the information

SARS CHECKLIST



Using the SAR Checklist, outline the three biggest challenges your group can
determine from the SAR process. How might you address these?

Who will make the SARs?
Why will they submit a request for access to their information?
What about employees

Workshop SARs 



Workshop SARs 

You have received a request from a community centre user/renter, asking for a
copy of all payments made by them and email correspondence for the last two
years. You are aware that they are disputing the receipt/payments made.

Write a 5 step process.





Policies, Statements and Notices??



A Privacy Policy is fundamentally a document for internal reference.

A Privacy Statement however is a document outlining how the organisation applies the
data protection principles to data processed on its website.

A Privacy Notice is typically on a form or a website at the point of collection and provides
transparency information to the data subject about the processing of the data

(Source DPC)

In 2010, Facebook's privacy policy was longer than the US Constitution. GDPR says
information must be:
concise, transparent, intelligible and easily accessible; written in clear and plain language,
particularly if addressed to a child; and free of charge. This means a simple link to your
crazy-long privacy policy during registration will likely not do the trick.

DEFINITIONS AND BACKGROUND







PRIVACY NOTICE









GROUP EXERCISE # 3

Document intended for internal guidelines                                                      Privacy Notice                

Document intended for DS notification on privacy terms                              Privacy Statement                        

Disclosure of privacy terms at collection point                                                Privacy Policy                

Design a ‘privacy notice’ for a key data collection process in your group. 


